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The task of securing American elections and ensuring that each vote is counted fairly,

accurately, and in strict accordance with the law has never been more difficult. As state

legislatures across the country address how to reform their states’ election systems,

they will need to balance the need for security and integrity to make every election

trustworthy against the imperative of voting access for all eligible voters.

 

This report outlines 20 policies and reforms state legislatures and election administrators

should consider to ensure their election systems are secure from interference, fraud,

tampering, error, and misinformation. Each is designed to build and restore public trust

and confidence in the electoral system. The proposals cover the entire election cycle:

voter registration and information management; voter access and ballot integrity;

canvassing, counting, and reporting; and best practices.

 

Each of these proposals alone can help restore trust in the electoral process. They are

more effective when combined. But even all of them together may not be sufficient.

Completely restoring trust in the electoral system will require cooperation at every level

of government, as well as leadership in the political arena from those who hold public

trust over the electoral process.

EXECUTIVE SUMMARY



INTRODUCTION

The right to vote is a central pillar of the American experiment in freedom and self

government, and most voters have come to trust implicitly that their votes will be safe,

secure, and counted accurately. Thousands of election administration and national

security officials at the federal, state, and local levels work tirelessly to make sure the

public’s expectations for security and integrity are met.

 

But our elections face as diverse an array of threats than ever before, including

interference from hostile foreign countries, outdated infrastructure, and misinformation

and disinformation that challenge public trust in the electoral process. The COVID-19

pandemic added further burdens to the effective administration of elections at every

level in 2020—though with agile policy responses, emergency procedures, and

extraordinary intra- and intergovernmental cooperation, elections across the country

were successful.

 

As state legislatures around the country grapple with how to ensure election integrity

and security while meeting their constituents’ needs and the legal requirements for

accessibility and convenience of voting options, the Secure Elections Project is proud to

propose a series of policies and reforms that can help overcome the challenges facing

our elections today, and ensure efficient, safe, trustworthy election for years to come.

 

 

–Sec. Trey Grayson & Rep. Ileana Ros-Lehtinen, Advisory Board Co-Chairs of the Secure

Elections Project



POLICY PROPOSALS

The following are conservative policies that can help restore trust in our election system: 

The first step in any election process is to determine who the eligible voters are, yet voter

registration and list maintenance have become partisan and divisive issues in recent

years. The following reforms can ensure the sanctity and security of the vote.

1. Additional Sources for Death Removals: Prompt removal of deceased voters helps

combat complaints of fraud, and saves election officials money on mail.  To ensure that

deceased voters are removed promptly, counties should check sources like the Social

Security Death Index, obituaries, letters from the Office of the Registrar of Wills, returned

mail marked “Deceased,” or reports of death from a nursing home or a family member

accompanied by proof of death. None of these sources would result in automatic removal

(except for the SSDI), but counties would have discretion to remove a voter based on

reliable evidence of death.

2. Change of Address Data from Out-of-State Licenses: Election officials should be

notified when registered voters have surrendered their state driver’s license in another

state, so that they can begin the process of removing these voters from the rolls. Initiating

removal procedures for voters who have moved out of state increases confidence in the

election process and helps reduce concerns of fraud.

3. Penalties for Poor List Maintenance: In some instances, county election administrators

simply fail to perform list maintenance required by state and federal law. To ensure

compliance, county election administrators should be required to certify their list

maintenance practices to the Secretary of State and be subject to penalties and removal

for failure to update and remove registration records according to law.

4. Use More Sources for List Maintenance: States should expand the list of indications

that a voter has moved, making sure to include postal service COA data, DMV data,

undeliverable mail, and state agency data.

I .  VOTER REGISTRATION AND INFORMATION MANAGEMENT



POLICY PROPOSALS

5. Mailers to Inactive Voters: To prevent inactive voters from remaining on the rolls

for years after they have moved, counties should be permitted (or required) to send

an annual mailer to inactive voters. This mailer should encourage inactive voters to

go online and cancel their registration, allowing them to be removed immediately

instead of waiting for four years of voter inactivity.

6. Citizenship Filters: The Motor Voter system should ensure that anyone who

presents a document indicating non-citizenship during their license or ID transaction

is not offered the opportunity to register to vote. Anyone who provides a green card

or other document establishing non-citizenship to the DMV should be filtered out of

the voter registration opportunity.

7. Citizenship Audits: The Secretary of State should be required to work with the

DMV to identify and remove any voter who presented proof of non-citizenship to the

DMV after registering to vote. Note: implementation of this policy can quickly lead to

harm; check with the policy team for optimal language and instructions.

 The right to vote is enshrined in the Constitution, and federal and state law. No

eligible, legal voter should be denied the right to vote based on their party affiliation,

intended vote, place of residence, or personal identifying characteristics. The

following reforms can help ensure the rights of every qualified voter are respected.

 

1. Secret Ballot Requirements: Codify a voter’s right to a secret ballot.

2. Watermarked Ballots: To ensure absentee ballots are not reproduced

fraudulently, ballots should be watermarked.

I I .  VOTER ACCESS AND BALLOT INTEGRITY



POLICY PROPOSALS

3. Earlier Mail Ballot Cutoff: Mail ballot requests received just before the election

impose time and resource constraints on election officials during the final days

before an election and are unlikely to reach voters in time to be voted and returned

before the mail ballot receipt cutoff. Therefore, requests for mail ballots should be

closed the last week before the election.

 

4. Replace Mail Ballot Signatures with DL#/SSN4: To avoid questions about the

signature verification process for mail ballots, mail ballot envelopes would contain a

space for the voter to provide their driver's license number or the last four digits of

their social security number. This number would be verified against the statewide

voter registration database, providing a check of identity that isn't dependent on

signature verification. Ohio, Kansas, and New Mexico rely on identification numbers

to verify absentee ballot materials, instead of signatures.

 

5. Polling Place Security: Require county election officials to establish minimum

standards for polling place security and certify that polling places meet those

standards, ensuring the integrity of voting equipment at all times.

 

6. No Unofficial Drop Boxes: Only state and county election officials should be

permitted to establish ballot drop boxes. Unauthorized drop boxes set up by

candidates, parties, or other third-party groups raise the risk of voter confusion and

create the potential for lost ballots and fraud.

 

7. Maintain Secrecy of Party Affiliation on Envelopes: To avoid any concerns that

voters of a specific party affiliation are treated differently during absentee ballot

processing, absentee ballot envelopes should not include any information about

party affiliation. This will avoid the potential for poll workers to treat absentee ballots

differently because they know the partisan affiliation of the voter.



POLICY PROPOSALS

 8. Election Mail Protections: To avoid any confusion for voters about official

election mail, any third party election mailings should be required to clearly identify

the group that is sending them.  Mailers should also clearly state that they are not

being provided by the government, and the mailing entities do not have a

government affiliation.

9: Poll Worker Training: Poll worker training should be increased to ensure poll

workers comply with all applicable rules regarding security of the polling place and

protection of the ballot.

I I I .  CANVASSING, COUNTING, AND REPORTING

 Perhaps no part of the election process has generated more confusion, vitriol, and

mistrust in recent elections than the tallying and announcement of the electoral

results. The following policies can help ensure that each vote is—and just as

importantly, appears to be—counted accurately and fairly.

 

1. Mandatory Risk-Limiting Audits: RLAs are a cost-effective way to promote

transparency and accuracy in vote counting. They can occur at limited cost after

every election, without the need for an expensive full hand recount. Rather than

reviewing every single ballot, risk-limiting audits conduct a hand recount of a

statistically significant sample of ballots. Numerous states have already adopted

risk-limiting audits, including Colorado, Virginia, Ohio, and Indiana.

 

2. Ballot Processing Observation: To ensure that the ballot counting process can be

observed without interference, states can provide clear standards on public access

to ballot processing and counting. Such rules would avoid ambiguity about who is

permitted to observe, when and where they can monitor this process, and what

restrictions they must abide by to prevent interference. Public access to the vote

counting process increases faith in the electoral process.



POLICY PROPOSALS

As technology progresses and the threats to American elections adapt, the state of

the art of election security and administration will need to adapt as well. State

legislators and election administrators will need to be active participants in an

ongoing process of election security reform.

 

1. Studies/Task Forces on Various Election Issues: The Secretary of State or the

legislature can research best practices for security and maintaining voter registration

rolls to inform legislation.

3. Ballot Chain of Custody: States can require stronger chain of custody

documentation for ballots, requiring mail ballots to be stored under lock and key and

logged pending review and validation. Similarly, paper ballots should be stored and

transported securely so they can be reviewed in the event of an audit or recount.

When ballots are moved between locations, the transition should be logged and

validated to ensure that the same number of ballots is maintained.

IV.  BEST PRACTICES



CONCLUSION

Each of the proposals described above can help restore trust in the election system. The

implementation of any of these proposals can help ensure that voters know that only

legal votes will be counted, and that those votes will be counted fairly and accurately.

When combined, these reforms are even more effective, as they promote the security

and integrity of the electoral system starting with registration, continuing through the

voting process, and culminating with the process of determining the winner of the

election.

But even all of the proposals contained in this report may not be enough by themselves

to restore faith in the electoral system. The diversity of threats to American elections is

greater than any election administrator, any agency, or any legislature can respond to

alone. These challenges demand cooperation among the different levels of government

as well as between the branches of government.

Ultimately, restoring faith in the electoral process will also require leadership. Not only

will legislators and election administrators have to champion these reforms on behalf of

their constituents, but they will also have to encourage trust among the public.

Too many Americans have doubts about their votes. Those doubts can and must be

eased.


